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Ethernet Packet

Ethernet Destination Addr (I1st 32 bits)

Dest (last 16 bits) [Source (st 16 bits)

Ethernet Source Addr {last 32 bits)

Type Code

Data

Checksum
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Internet Protocol Suite

HTTP SMTP FTP TELNET DNS SNMP VolP

millyls s

TCP

IP and ICMP
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IP Packet Format

Header [Type of
Length |Service

Version

Packet Length

Identification Flags
Time to Protocol Ch
Live ecksum

Source Address

Destination Address

Data
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TCP Packet Format

Source Port Destination Port

Sequence Number

Acknowledgement Number

Header Flaas
Length 9
Checksum
Data




Two Way Handsha

send connection
request

send connection
request

receive acknowledgement. .,
A establishes connection
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A and B exchange Y,
data and disconnect Y,

time

ke Protocol

receive connection request.

~ 13 B gets request and sends

acknowledgement

receive connection request.

t5 B finally gets first request

and erroneously tries to
establish a new connection

Three Way Handsha

send TCP segment
with sYN = 1and #/
sequence field = x.

send TCP segment
with acknowledgement ¢3
field=vy + 1
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B

time

ke Protocol

send TCP segment with sYN = 1,

t2 acknowledgement field = x + 1

and sequence field = vy.

send data TCP segments.
Include proper sequence
and acknowledgements




TCP Disconnect Protocol

A B
When ready to close,
send TCP segment  #7|~.__
with FIN=1, segment = x | "~=~<__
~~~~~~~ Receive disconnect
~~~~ N request, notify application.
________ send TCP segment with
_________ acknowledge =y + 1
P
application sends a close
request — send TCP segment
—————— 8 "\with FIN = 1 sequence =y
send TCP segment [ ___—-==""" ' - '
with acknowledgement ,, fe=="" acknowledge = x + 1
fleld=y +1  ["~-<___
~~~~~~ R
time
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IP Addresses

32 bit value, usually expressed in
"Dotted—Quad” format

129.101.153.33

——r

One byte

URL is converted to IP address by DNS

IP is assighed to a system either statically,
or dynamically by DHCP
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Network Addresses

32 bits

|

——~V—— }W
Network Addr i Host Addr

11111111...1100000...00 NelMask

Ex.

Host Address 192.168.110.23
Network Mask 255.255.255.0
Network Portion 192.168.110.

Host Portion .23
Net Class Network Mask Network Address Range
Class A 255.0.0.0 0.0.0.0 - 127.255.255.255
Class B 255.255.0.0 128.0.0.0 - 191.255.255.255
Class C 255.255.255.0 192.0.0.0 - 223.255.255.255
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Another Example
Ul Subnet
Ex. Last Digit (binary)
Host Address 129.101.153.33
Network Mask 255.255.255.192 .1100 0000
Network Portion 129.101.153. .0000 0000
Host Portion .33 .xx10 0001
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Net Class

Private

Network Mask

Networks

Network Address Range

Class A
Class B
Class C
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255.0.0.0
255.255.0.0
255.255.255.0

10.0.0.0 - 10.255.255.255
172.31.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255




