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Summary and Conclusions — An important problem in distributed systems is distributed
agreement. One form of distributed agreement is Approzimate Agreement in which non-faulty
processes need to agree on values within a predefined tolerance. In this paper, Approximate
Agreement voting algorithms are partitioned into three broad categories called Anonymous,
Egophobic, and Egocentric. Each category is further subdivided into families of algorithms.
One such family of voting algorithms which belongs to the Egocentric category will be
examined. Ad-hoc analyses of some members of this family of algorithms have been studied
individually under an overly conservative fault-model in which all faults are presumed to
behave in the worst case Byzantine manner. This paper develops a methodology to quickly
determine the fault-tolerance and the convergence rate of any member of this family under
a hybrid fault-model consisting of asymmetric, symmetric, and benign faults. The results
will be weighted against those of several known voting algorithms. Finally, a sub-family of

Egocentric algorithms with optimal performance will be identified.

1 Introduction

In distributed systems, it is often necessary for non-faulty processes to reach agreement on

data values in the presence of faulty processes. The agreement is ezact if the processes
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must arrive at a single consensus value. In many applications, however, the agreement is
approrimate , , . The processes need to agree on values which are within a predefined
tolerance of each other. The problem of agreement becomes considerably complex when

faulty processes are capable of sending erroneous values to non-faulty processes.

ecently, a family of voting algorithms have been developed for the Approximate Agreement
problem. These algorithms, called ean Subse uence educed MS , employ the hy-
brid fault model of Thambidurai and ark , which partitions faults into three modes

asymmetric Byzantine , symmetric single-valued and benign self-incriminating .

This paper employs the same hybrid fault-model but for a new family of voting algorithms
called ean Subse uence Egocentric MSE . MSE algorithms in addition to the conditions
required to satisfy the Approximate Agreement problem, require that the interval spanned
between any pair of the initial correct values be within a prespecified positive value, say
Some members of this family of algorithms have been used in clock synchronization

, . MSE algorithms can also be used in applications where a certain amount
of discrepancy among processes, for instance, due to round-o errors, must be tolerated
. s . However, no general analysis exists in literature that can easily determine

the performance of any of these algorithms under Byzantine or hybrid fault-models.

Section presents some background material to understand the convergent voting process.
Section introduces some general categories of voting algorithms, where each category may
contain more than one family of algorithms. Section develops simple expressions to de-
termine the fault-tolerance and to easily measure the performance of any MSE algorithm.
Section derives the optimal performance for MSE algorithms. In addition, it will present
the criteria for a sub-family of algorithms that will produce optimal performance. Section

compares the performance of MSE algorithms with that of some known convergent voting
algorithms. Finally, Section concludes the paper with a summary and some remarks on

future research.
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c ground nd e nitions

The ob ective of reaching Approximate Agreement is to guarantee that, at the termination
of a voting algorithm, the voted value for each non-faulty process is within the range of
the initial correct values and that the di erence between any pair of voted values for non-
faulty processes is strictly within a prespecified small positive real value . The final voted
value, at the end of the voting algorithm, is obtained by employing multiple rounds of
message exchange. In each round, each process sends its value to all receiving processes.
Upon receipt of a collection of values, each process executes a function , to obtain its
latest voted value, which is used in the next round of message exchange. The ob ective
of Approximate Agreement can be achieved by ensuring that each round is convergent, i.e.
the range of the correct values is reduced in each round , . This property, called
single step convergence, guarantees that the range of values will eventually be less than |
given enough rounds. A voting algorithm with this property is called single step convergent

voting algorithm. All voting algorithms considered herein have this property.

Systems can be synchronous or asynchronous . In a synchronous distributed system, the
processing and the communication delays of non-faulty processes are bounded. There is
thus a point in time by which any process executing a convergent voting algorithm will
have received all data from all non-faulty processes. Any data arriving after that time is
considered to be from a faulty process. By contrast, asynchronous systems impose no bounds
on process operation. The analysis of Approximate Agreement in this research is restricted

to synchronous systems with complete connectivity.

Approximate Agreement requires the manipulation of multisets of real values. A multiset
is a collection of ob ects similar in concept to a set. However, it di ers from a set in that
all elements of a multiset are not necessarily distinct. A multiset of real numbers can be
represented as a monotonically increasing sequence of the real values of its elements, i.e.

is ordered such that . The size of is

. Some of the useful operations on multisets are



min max the real interval spanned by . is called

the range of

max min the di erence between the maximum and
minimum values of . is called the diameter of
mean The arithmetic mean of the real values of all elements of
Consider two non-empty multisets and , where . is a

subsequence of if there is an order-preserving one-to-one mapping , from the indices of

to the indices of , i.e. and

The property of single-step convergence is formally defined in terms of the following

The multiset of values received in a given round by process .

The multiset of correct values received by both non-faulty processes and |, i.e.
those values generated by non-faulty processes.
Each non-faulty process executes a voting algorithm, producing a voted value . The

property of single-step convergence is guaranteed if both of the following conditions are true

following every round of voting

For each non-faulty process , the voted value is within the range of correct

values, i.e.

For each pair of non-faulty processes, and , the di erence between
their voted values is strictly less than the diameter of the multiset of correct values

received, i.e.

erformance of a convergent voting algorithm is measured by its convergence rate. Assuming



that , the convergence rate  is the maximum possible value of the ratio

ault toleranceis the minimum number of processes  required to tolerate faults. Under the
Byzantine fault-model, it has been shown  that single-step convergence can be guaranteed

for synchronous systems only if

In many applications true Byzantine faults occur rarely and under complex conditions. This
limitation leads to system designs which are more complex and require a greater number of
processes than necessary to guarantee convergence. A more realistic approach to designing
fault-tolerant distributed systems is to incorporate di erent types of faults and place a
limit on the maximum number of faults in each class. Accordingly, Thambidurai and ark
partitioned faults into three types  enign, Symmetric, and Asymmetric Byzantine
faults. Benign faults, also called man: est faults , are defined as those which are self-
incriminating or self-evident to all processes. A symmetric fault is defined as a fault whose
value is perceived identically by all receiving non-faulty processes. An asymmetric fault
is one which is capable of sending con icting arbitrary messages to di erent non-faulty
processes. If the number of asymmetric, symmetric, and benign faults are indicated by , |,
and |, respectively, then the total number of faults in the system is . Thambidurai
and ark used this partitioning to derive tighter bounds on the fault-tolerance of Byzantine
Agreement algorithms . By employing the same model, we will achieve a tighter bound

on fault-tolerance and show that convergence can be determined more accurately and easily.

tegories o0 Voting Algorithms

A variety of convergent voting algorithms have been published which employ the iterative

approach of successively receiving data elements and voting on the elements received ,
T




, . Each iteration round follows a number of phases

roadcast Fach process broadcasts its current value to every process including itself.
. Collect Each process collects the values broadcast by other processes including itself.

. Sample Each process filters the values to produce the voting multiset . The mech-

anism for the production of the multiset depends on the fault-model employed.

. Ezecute 'The approximation-function is applied to generate a single voted value.

enerally, voting algorithms fall into several broad categories, depending on the sampling
method used. The sampling phase may perform tasks such as filtering out the recognized
benign errors, substituting default values for missing values, etc. Within each category, the
voting algorithms are grouped into families of algorithms. Each family is defined based on
the format of the approximation-function. This function normally contains parameters that
can vary from one voting algorithm to another, and hence produces di erent performance
results for voting algorithms within the same family. Voting algorithms may fall into the

following categories

. Anonymous 'This category is so named because the value of the originating node has
no bearing on how it is processed during the sampling phase. Therefore, no attempt
is made to determine as to whether the value originated from a faulty or a non-faulty

process

. Egophobic This category is so named because during the sampling phase, the voting
algorithm favors values which most di er from its own value or even disregards its own

value entirely , |

. Egocentric In contrast to Egophobic, algorithms in this category tend to favor values
closest to a processs own value. For example, a process may discard values which

di er from its own value by more than a specified tolerance , |
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One family of algorithms that belongs to the anonymous category is called ean Subse uence

educed or MS . MS algorithms use the approximation-function

mean
The  eduction function removes the largest and smallest elements from multiset
. The Selection function then produces the subsequence containing elements of

the reduced multiset. The final voted value is the arithmetic mean of the selected multiset.

E Voting Algorithms

The focus of this paper is on a particular family of Egocentric algorithms with the property,
that for any two arbitrary non-faulty processes and with values and | ,
where is a positive real value. The rationale for is that, in some applications, processes
may not all produce exactly the same value. Thus, a certain amount of discrepancy among
processes must be tolerated. This discrepancy amount depends on the application, and the
upper bound on is known. The discrepancy might be, for instance, due to sensors reading
the same input, clocks which must stay within a predefined known bound of each other, or
multiple software or hardware versions where decision-algorithms are employed to determine

the final vote from similar but not identical results , , , ,

uring the sampling phase, each process discards the globally diagnosed errors, and uses its
own value as a default for each missing data item, or any value that di ers from its own
by an amount greater than the threshold . Specifically, we distinguish between globally
diagnosed benign and locally diagnosed errors. When an error is recognized globally, all
non-faulty processes can delete them from  and vote with a smaller sized multiset . For
instance, when a faulty process sends a value that, with respect to the value of all non-faulty
processes, exceeds the threshold . Whereas, a locally diagnosed error is detected by a subset
of non-faulty processes. For instance, when a process receives a value which di ers from its
own by more than , when a process misses a correct value that was received by some other
processes, or when a process detects a value that was corrupted during transmission. For
such errors, the non-faulty process replaces the missing values or the erroneous values with

its own value.



Consequently, for two arbitrary non-faulty processes and , . et be the total
number of processes in the system, and let be the number of data elements
after the globally diagnosed benign errors are removed, so that for any arbitrary
non-faulty process . The multiset produced by the end of the sampling phase is named
the FEgocentric voting multiset .  uring the execution phase, each process executes the

following approximation-function, reducing the multiset  to a single voted value
mean

is the ean of a Subse uence of an Egocentric MSE voting multiset. The varying
parameters of are the number of selected elements , and the distribution of these

elements in . Thus, MSE algorithms di er from each other only in their definition of

The following theorem shows that the convergence rate  of an MSE algorithm depends

on parameters , , and . The first parameter, , is the size of the selected multiset
. The second parameter, , is a measure of how uniformly the elements of
are distributed within the Egocentric voting-multiset. The third parameter, , shows the

e ect of on . Specifically, it will be shown that a voting algorithm with a lower value of

produces a smaller value for which results into a better convergence rate.

For the remainder of this subsection, and will be defined followed by the theorem
showing the convergence rate for any member of MSE algorithms. The proof of the theorem
is omitted for brevity and can be found in . The subsection is concluded with a working
example which demonstrates how to obtain the convergence rate for a particular voting

algorithm, using the parameters  and

The selected multiset is a subse uence of
the Egocentric voting-multiset . Thus, each element of corresponds to
one unique element of . Now, let be the index of any element of , and let be the
index of the corresponding element in . Then, for each there exists exactly

one . This guarantees that or all possible



iven two indices into , and , where , define

as the number of elements in  spanned by elements in . Thus, is the
number of elements of  in the submultiset . Finally, for any non-negative
integer , is defined as the minimum value of which ensures that elements of

are spanned, independent o and ,i.e. is the minimum value of which ensures
that , for any values and . By this definition,  exists only if

. The following pseudo-code shows how  is obtained

WHI E AN
IF

By definition,  can not be negative. Thus, does not exist if it is negative at the end of

the pseudo-code.

The parameter is the e ective number of asymmetric errors. Specifically, is the number
of asymmetrically faulty processes, , plus the number of symmetrically faulty processes,
, whose values in the worst case error-scenario are processed di erently by the two non-

faulty processes and . This occurs, for instance, when each symmetrically faulty process

generates a value . rocess will accept this value because is within
the acceptable range . rocess , however, will replace with when its own value is
less than , because . The pair will then behave like an asymmetrically

faulty process, as if a faulty process generated con icting values to processes and . Hence,

the e ective number of asymmetric errors s not

By referring to the definition of convergence rate, to obtain C, the
maximum of must be determined. Ultimately, one needs to find the sum-

di erence of the selected elementsin and |, because is defined in terms of



et  be a weight function that uses two lists that show the weight of each element in ~ and

. The maximum di erence in these weights will determine the value of . These lists are
called Enumerated Selected ists _ and _ , and are associated with the processes

and respectively. The element of _  represents the weight of the element in

if it is in . The same is true for ~_ . The ustification for determining these

weights are explained in the proof of Theorem

efine two Enumerated Selected ists - and _ with the following weights

where

and

where

Now define the weight function to be

wen an  SE voting algorithm

Theorem shows the convergence rate for one round of voting when the diameter of values
of non-faulty processes is . However, to guarantee the property of single-step convergence,

must be reduced in each round to ensure that the diameter of non-erroneous values will



be reduced in each round. Since , it can be seen from that the diameter of
non-erroneous values in the first round in the worst case is . This is the new value of
that must be used in the second round of voting. In general, the new value of in the
round is . In addition, the number of rounds needed to ensure that the diameter of
non-erroneous values will be within of each other can be found by solving for in ,

which is log

This example shows how to use the definition of in
to arrive at the convergence rate for a particular selection function. Assume the selection

function selects all odd-numbered elements from . Furthermore, assume , ,

, and . Thus

k h

The first two rows show the voting multiset ~ with  elements followed by its corresponding
selected multiset . Between the two rows, the arrows show which elements of  are selected.
Thus, . The next two rows show the index values of the elements in  and their mapped
index values in , respectively. Thus, . For example, if , then

The last two rows, which are the same as and , are given due to the definition of

By referring to the expression in , . To obtain , based on its definition,
we need to find the smallest value such that , for

all valid values of and . By inspecting the last four rows, it can be seen that the smallest



value is . In other words, if , then . Therefore,
. The same minimum value of  could have also been obtained by following the

pseudo-code given in the definition of

On the other hand, the expressions in and along with using either or

yield

Therefore, the convergence rate is

e e e e

For the rest of the paper, when there is no room for ambiguity, the subscript of will
not be shown.

ecall that . To determine the lower bound of  for which a voting algorithm
exists, consider the case when all elements from  are selected, so that . Then

e e
n
The selection of every element implies , . Therefore, using ,
for , and using , for , and for
Consequently,
In addition, since , , it follows that
Therefore, becomes
e e




n
a s
n
Accordingly, ensures that . As a result, by incorporating the impact
of benign faults, a convergent voting algorithm exists only if . This is

the same fault-tolerance obtained by the MS fault-model

he tim 1 on ergence te

The e ectiveness of an MSE algorithm depends on the selection function. The selection
function a ects the tightness of voted values. Hence, it a ects the number of rounds needed
to converge to within . Therefore, in this section, the property that a selection function
must hold in order for a voting algorithm to generate the optimal convergence rate will be

derived. A voting algorithm with the minimum value of  has the optimal convergence rate.

The following lemma will filter out those algorithms which are shown not to be optimal. The
next theorem will then use the lemma to derive the optimal convergence rate. Finally, the
corollary following the theorem will show the property that a selection function must have
in order for an algorithm to yield the optimal convergence rate. The proofs, omitted due to

space limitation, can be found in

Consider the voting multiset Also
consider the three submultisets o and
ith their associated selected multisets and respectively
and then an  SE voting algorithm ith selected multiset all

have a better convergence rate than any algorithm ith selected multiset

emma shows that algorithms which do not select elements from the extreme ends of the
voting multiset, i.e. no elements are selected from the extreme right and the extreme

left elements, have better convergence rate than algorithms which select elements from



either or both extremes of their voting multisets. The worst convergence rate occurs when
the elements are selected only from the first and last elements of the voting multiset,

because then

he optimal convergence rate or any Egocentric voting algorithm s

et a selection unction select only rom he selection

unction then yields optimal convergence rate © the ollo ing constraints are satis ed

and

om rison to ome no n Algorithms

Several known voting algorithms have been analyzed under both single-mode, where all faults
are treated as asymmetric, and mixed-mode fault-models , , , . This section applies

the same voting algorithms to the Egocentric fault-model.

The Fault-Tolerant Midpoint selects only the two extreme

values of its multiset values, i.e.  and . Thus, and . Also, the selection of
and  implies that and , so that and . As a result
Since , we have . Hence, the Fault-Tolerant Midpoint is not convergent under

the MSE model. But, instead of selecting and , let us remove the largest and the
smallest elements and then select the extreme values, i.e. and . Since
, according to , Wwhen , . Similarly,

since , according to , when , . Therefore,



As a result, . This is the convergence rate of Fault-Tolerant Midpoint

previously obtained under olev s single-mode and Kieckhafer s MS fault-models

This algorithm selects all elements of . Thus,
Furthermore, since , for , . Thus
e e e e e e
b b
According to and , and . ecall that
. Therefore
a s t s b
b b
The single-mode fault model has the convergence rate
t
t

It is observed that the MSE convergence rate is worse than the single-mode fault-model if

benigns are not the dominant mode of failure. However, if the extreme right elements
and the extreme left elements are not selected, then . Thus
B e e a s t b
b a S t b s
which shows much faster convergence than . . For example, if , , , and

, the convergence is more than three times faster than the rate predicted by the

single-mode fault model.

The Fault-Tolerant Mean under the MS fault model discards the extreme elements
from both sides of the voting multiset. It has the convergence rate

a t b s
t b t b

By comparing and , unless , MS fault-model has better convergence rate.

The optimal single-mode algorithm selects the first element of

the voting multiset, and every  element thereafter. It has the convergence rate



Under MSE, . Thus, . In addition, since the first and every

elements are selected, and . Thus

Therefore,

which shows much slower convergence than the optimal single-mode algorithm. However, if
the extreme elements are not used in the selection process, then , and

. Thus

which shows much faster convergence. This is also the same convergence rate predicted

under the MS fault-model

The optimal value of requires that and be
minimized and maximized respectively. According to Corollary . | satisfying the constraint
on when the selected elements are from within guarantees the existence
of a selection function with . This value of is obtained when the first element and
every element thereafter are selected. The number of elements selected in this

manner is consistent with the value of in the Corollary.

The selection of the first element gives . The selection of every element
implies that , because the element selected is within the last elements of
. As a result
e e e e

The optimal algorithm under MS has the following convergence

Therefore, MSE convergence rate is lower than MS but close to it. oing a similar analysis,
however, it can be easily shown that the MSE convergence rate becomes three time worse

than MS algorithms when the extreme elements of  are included in the selection function.



Table shows the convergence rates under di erent fault-models and voting algorithms. e-
pending on the span of the selected elements, three forms of MSE algorithms, di erentiated
by numeral subscripts, are considered. In the fourth column, the label indicates that

MSE algorithms select elements which expand over the entire voting multiset. In the fifth

column, indicates that MSE algorithms do not select elements from the
extreme elements of the voting multiset. Similarly, in the last column
denotes that the rightmost and the leftmost elements are not considered in the

selection process. The following are observed from this table

The MSE voting algorithms which select elements from either extremes of the voting
multiset are either non-convergent or their convergence rates are worse than that of
the traditionally known voting algorithms. This is because, as emma shows, in the
worst case, the symmetric and asymmetric errors are at the extreme ends of the voting
multiset. The traditional voting algorithms , | , before selecting elements, use
a reduction function to discard the erroneous values from both ends of the voting

multiset. This ensures the remaining errors after the reduction to be within the range

of the correct values. Hence, , which implies that
. As a result, . Whereas, when MSE algorithms

select elements from both ends, , which indicates that

Hence,

The convergence rate under MSE is better than MSE and MSE . When comparing
MSE to MSE , the increase in convergence is due to the fact that MSE has more
elements to select from. When MSE is compared to MSE | MSE has more
elements to select from, which suggests that convergence ought to be better. But MSE

selects from the extreme ends which worsens its convergence rate severely.

Under any given selection function that can be applied to both MSE and MS fault-
models, MS reveals either the same or better convergence rate than MSE except the
Optimal Single-Mode algorithm under MSE . In MS | symmetric faults are treated
as symmetric. Whereas, in MSE, symmetric faults, as described in Subsection . , are

treated like asymmetric faults. Consequently, MS and MSE algorithms obtain  with



respect to  and respectively. When the subscript of increases, i.e.

versus , might increase, but it never decreases. This is because more elements need
to be skipped to ensure that . Hence, the numerator of C
might increase, which is an implication of worse convergence. Therefore, as the table

shows, MS and MSE have the same convergence rate when

umm r nd uture ese rch

This paper has examined the problem of reaching Approximate Agreement for a new family
of convergent voting algorithms MSE that belongs to the Egocentric category of algorithms.
Traditionally, the study of these algorithms has been presented with ad-hoc proofs of their
fault-tolerance and convergence rates. The analysis herein revealed simple expressions that
can be used to easily determine the fault-tolerance and the convergence rate of any MSE
algorithm. By knowing the facts that and , and in turn | can be determined easily, the

system designer can quickly devise a new MSE algorithm customized to a specific application.

Traditionally, Egocentric algorithms used the entire voting multiset, as in Fault-Tolerant
Mean, to reach a single voted value. It was not known how the distribution of selected
elements would a ect the convergence rate. Here, it is shown that convergence is improved
significantly if no elements of the largest and the smallest data items are included in

. In addition, it was not previously known how Egocentric algorithms would behave in a

hybrid fault environment, or how they would perform against other known voting algorithms.

There are some directions to expand upon this work. This paper has addressed only Ego-
centric algorithms. ue to the egophobism during the sampling phase, it is not clear how
Egophobic algorithms would perform under di erent constraints, but it appears that the

same methodology can be applied to those algorithms.

Another avenue of study is that MSE along with other traditional voting algorithms , |,
, can not exploit the presence of omission faults. As a result omission faults must be
transformed to a more severe fault mode such as asymmetric. The exploitation of omission

faults, although is inherently more complex, has shown significantly higher fault-tolerance,



and reducing the need to globally diagnose the benign faults . It is con ectured that the

same methodology used in  can be extrapolated to MSE.
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