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Abstract—Dedicated Short Range Communication (DSRC) is capacity. To develop a national interoperable standard for 5.9
the wireless communication protocol of safety applications in GHz DSRC, the Federal Highway Administration (FHWA)
Intelligent Transportation Systems (ITS) using Vehicular ad hoc entered into cooperative agreement with the American Society
Networks (VANET). Due to the criticality of the ITS the reliability
of its safety applications are of great concern. Much research for Testing and Materials (ASTM), leading to the publication
has been dedicated to reliable message exchange in VANET, of the ASTM E2213-03 standard [1] as approved standard for
mainly focusing on the physical and Media Access Control DSRC operations.
(MAC) layers. In contrast, our research considers reliability
from the safety application point of view, as it is adversely A. DSRC/WAVE Background
affected by malicious behavior, thus shedding light on application
In Wireless Access in Vehicular Environments (WAVE)
layer reliability. Specifically, the wireless communication shared
medium can be used by jammers to launch Wireless Denial of systems the DSRC protocol provides the communication be2
Service (WDoS) attacks. This has great implications for Basic tween two devices. One of the devices is the communication
Safety Message (BSM), which is the most important message
support of the vehicle, while the other can be any WAVE
for safety applications as defined in the SAE J2735 Message Set
device, such as another vehicle, roadside units, or pedestrians.
Dictionary Standard.

ITS and Cyberspace
IntelliDrive &
Connected Vehicles
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ITS and Cyberspace
Aging Population
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ITS and Cyberspace
Traffic Management
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Potentials
Include communication from vehicles to the
infrastructure
approaching emergency vehicles
medical conditions
oncoming hazards
traffic statistics
in-vehicle signing
etc.
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Potentials cont.
Include communication from infrastructure to vehicles
notifications about surface conditions
communicate hazard to vehicles in vicinity
notifications about safety threats
communicating route changes
location service
vehicle safety inspection
etc.
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What do they all have in
common?
Safety concerns
Reliability concerns
Availability concerns
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What do they all have in
common?
They operate in an unbounded system
environment affected by problems related to
computer and network security
system fault-tolerance
survivability
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What do they all have in
common?
Public support would be vastly damaged by
system failure ...leading to safety violations
cyber attacks ...leading ...
malicious act ...leading ...
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What assumptions should one place
on a system?
Anything is possible!
and it will happen!

Faults will occur sooner or
later
Malicious act will occur
sooner or later
It is hard or impossible to
predict the behavior/time of
an attack
11

Fault Models:
The world in which we live/operate
All Faults

Malicious

Benign

Asymmetric

Transmissive
Asymmetric

Strictly Omissive
Asymmetric

Symmetric

Omissive
Symmetric
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Transmissive
Symmetric

Benign

Benign

Terminology
Intelligent Transportation Systems (ITS)
Vehicular ad hoc Networks (VANET)
Dedicated Short Range Communication (DSRC)
Media Access Control (MAC)
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DSRC CHANNEL ALLOCATION

Frequency
Range (GHz)
5.850 5.855
5.855 5.865
5.865 5.875
5.875 5.885
5.885 5.895
5.895 5.905
5.905 5.915
5.915 5.925
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braking

time

Jamming
The Issue of Power and Detection

B. Wireless Communication and Jamming

Since
DSRC is a Jammer
wireless protocol, it inherits all problems
Constant
from the shared wireless media, including malicious act such
as Wireless
Denial Jammer
of Service (WDoS). A common attack in
Random
wireless communication is jamming, which can be launched,
usingDeceptive
off-the-shelf equipment,
to interfere or block legitimate
Jammer
transmission by emitting radio signals that do not obey the
Reactive
standardized
MAC Jammer
protocol.
A jammer is defined by [16] to be “an entity who is
Intelligent
purposefully
trying to Jammer
interfere with the physical transmission
and reception of wireless communications”. Jamming cannot
be avoided by regular security mechanisms such as authenti19
cation, digital certificates, or encryption, because the jammer
is often disregarding higher layers, focusing on disrupting the
physical communication at the lower layers. Several jamming
types exist, such as constant, reactive, deceptive, random and
intelligent [10], [16]. Our considerations are limited to the
following three:
This type of jammer emits a constant radio signal interfering
with legitimate communication, violating the underlying MAC
protocol. This is considered the worst case of jammer by many
researchers as it indiscriminately affect the signal of ongoing
communication. However, it is the least energy efficient and
is relatively easy to detect and locate.
Random Jammer: Here the attacker jams for tj and sleeps for
ts seconds. The jam and sleep periods may be unpredictable,
e.g., tj and ts can be samples of two random variables Tj and
Ts , respectively, following different distributions [10]. Random
jammers consume less energy than constant jammers, but can
be harder to detect.
Intelligent Jammer: This type20of jammer, sometimes called a
“Protocol Aware Jammer”, can target specific message types
or selected messages, and can be used in sophisticated attack
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C. Survivability and its Role 22in Critical Infrastructures
every 10
Given that the ITS is a critical infrastructure, that it collision
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B. Application Reliability
The FCW application reliability is directly linked to the
23 BSM messages before it
probability of the HV receiving
is too late to react. In line with the standard definition of
reliability, i.e., R(t) is the probability that the system is
working to specifications during the entire time interval [0, t]
[7], we can define our application reliability as the probability
of receiving at least one BSM message before treact , i.e., one
of BSMi , for i = 1, .., x.

Application Reliability

Since the application fails only if no BSM message is received
before treact , we use the unreliability Q(t) = 1 R(t), i.e.,
the probability of all x messages being lost, which is
Q(t) =

x
Y

Qi (ti )

HV

a)

1

jammer
position

b)

c)

(1)

1

where Qi is the probability that BSM message i was not
received, i.e., the packet error probability of BSMi , and ti is
the time BSMi should be received.
Note that this time is linearly related to the distance between
HV and the jammer when BSMi should be received.
C. Impact of Jamming
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Figure 3 shows FCW scenarios, where the host vehicle’s
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Fig. 5. Jamming-to-signal ratio in dB related to messages BSMi

A. Packet Error Reliability
The impact of the JSR is now used to calculate the packet
error ratio (PER), or packet error probability. The BSM
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Packet Error Probability
The packet error probability Pp is now derived as
Pp = 1

(1

Pb ) N

(7)

where N is the number of bits of the BSM message. We
use N = 1500 bits as an approximation for the message
length. The packet error rate Pp is the unreliability Qi used
in Equation 1.
Its impact on the FCW application’s unreliability Q(t) in
the case of a constant jammer is shown in Figure 6. The x-axis
labels i indicate the total number of BSM messages that were
sent by ti and may be received before treact , whereas
the yQx
28
axis is the corresponding unreliability Q(t) = 1 Qj (tj ) for
x = i. For the 15dBm jammer the application unreliability is

w
(4
j

e packet
he BSM
ng QPSK

ed using

(3)

(4)

intuition, i.e., to achieve lower unreliability (higher reliability)
the jammer power should be reduced, or the distance from
the jammer when BSM messages could be received has to be
increased.

FCW Application Unreliability
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Fig. 6. Q(t) under constant jamming over number of BSM messages sent
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(5)
B is the

!#

(6)

B. Impact of Random Jammer on Q(t)
Figure 6 was for the worst case jamming scenario, i.e., a
constant jammer. The reliability in the presence of a random
jammer is highly affected by the probability that a BSM is
sent during a sleep period. To simplify matters, let Ps be the
probability that an entire BSM falls into a sleeping period.
If a BSM message is sent during any sleep time before
the reaction time treact , the application reliability is at least
How
does
one get
the application
as high
as the
probability
of receiving
that unjammed BSM
message.
Thus, thein
application
unreliability as it is affected
reliability
this case?
by random jamming is

Random Jammer

Qrand (t) =

x
Y

(1

1

30

Ps )Qi (ti )

(8)

with legitimate communication, violating the underlying MAC
protocol. This is considered the worst case of jammer by many
researchers as it indiscriminately affect the signal of ongoing
communication. However, it is the least energy efficient and
is relatively easy to detect and locate.
Random Jammer:
Here the attacker jams for tj and sleeps for ts seconds.
The jam and sleep periods may be unpredictable, e.g., tj
and ts can be samples of two random variables Tj and Ts ,
respectively, following different distributions [10]. Random
jammers consume less energy than constant jammers, but can
be harder to detect.
Intelligent Jammer:
This type of jammer, sometimes called a “Protocol Aware
Jammer”, can target specific message types or selected messages, and can be used in sophisticated attack scenarios. It is
extremely difficult to detect and very energy efficient.
In this paper, we investigate the safety application reliability
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as it is affected by constant, random
and intelligent jammers.
We picked the constant jamming because it can create wide
blind spots and induce immense performance degradation [11].
Random jamming was picked as its impact on reliability is
limited, depending on sleeping period. Intelligent jamming
was selected because it is highly sophisticated.

Recall: Random Jammer

Impact of Random Jammer
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The impact of sleeping probability
Ps on unreliability is
shown in Figure 7. For the 15dBm jamming scenario the
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very fast with increasing sleeping probability Ps . In fact,
increasing jamming power has little impact on the graph, i.e.,
it is Ps that impacts Q(t). It is obvious that the 10dBm case
is already insignificantly small, even with Ps = 0. Recall that
the unreliability for constant jamming in Figure 6 was 10 26
for the 20 messages.
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IV. A PPLICATION SURVIVABILITY
BASED ON

REDUNDANCY

Reliability of safety applications depends on BSM message
exchanges. The BSM messages utilize the safety channel,
CH172. Thus for any safety applications, as they depend
on the BSM, this channel constitutes a single point of failDissimilarity
ure. Failure
sources include obstacles, congestions, simple
using A lajamming,
Carte Message
and sophisticated
to name(ACM)
a few [5]. We want to
using
Probedissimilarity
Vehicle Data
introduce
message
and(PVD)
channel redundancy as
mitigation
techniques. In the first case we utilize alternative
Redundancy
channels in addition to CH172, and in the latter we use
BSM is limited to CH172
alternate messages from the SAE J2735 standard capable of
two separate
devices
proving Use
the application
withradio
all the
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Control Channel
the functionality
of BSM. CH178 (with ACM)

Redundancy

A. Message
HighDissimilarity
power CH184 (with PVD)
BSM is defined in SAE J2735 and it consists of two parts.
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Part I is mandatory and contains
the most required fields
for safety applications, including position (latitude, longitude,
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second the high power has the potential to increase the signalto-jamming ratio.
We suggest to use ACM with CH178 and the PVD with
CH184, with the support of other messages, as described in
detail in [13].

Impact of Redundancy

C. The Impact of Redundancy
Considering only benign faults, a system consisting of N
redundant subsystems Si , i = 1, .., N , fails only if all N
subsystems fail.
QN (t) =

N
Y

Qi (t)

(9)

1

A dual-redundant system can be defined by adding redundancy using ACM, as described in Subsection IV-A. The
redundant channels are CH172 and CH178 with individ36
ual unreliabilities denoted by Q172 (t) and Q178 (t) respectively. This leads to an application unreliability Qdual (t) =
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A dual-redundant system can be defined by adding
redundancy using ACM, as described in Subsection IV-A.
The redundant channels are CH172 and CH178 with
individual unreliabilities denoted by Q172 (t) and Q178 (t)
respectively. This leads to an

Application Unreliability

Application unreliability
Qdual (t) = Q172 (t)Q178 (t)
Qtriple (t) = Q172 (t)Q178 (t)Q184 (t)
if we assume that both channels have the same reliabilities
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Qdual (t) = Q(t)2
Qtriple (t) = Q(t)3
if we assume that both channels have the same reliabilities.
If we extend the redundancy level by one, e.g., by including
37
redundancy using PVD, we have a triple-redundant system,
which for equal reliabilities results in Qtriple (t) = Q(t)3 .
The unreliability of a system with redundant channels is
unaffected by jamming as long as one channel is unjammed,
i.e., jamming has no effect unless it covers all channels. In
the case of an intelligent jammer this implies that one of the
dissimilar message types needs to remain unaffected, as is the
1.00#
case when he is targeting a specific message type.
0.90#
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Figure 8 shows
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of a system for
0.70#
which all channels are jammed as a function
of the number
Q#at#10dBm#Dual#
0.60#
of BSM messages sent before treact , which
in our case is
0.50#
Q#at#15dBm#Dual#
0.40#
20. It can be seen that as the redundancy level
goes up, the
Q#at#10dBm#Tripple#
0.30#
unreliability goes down. However, as expected, redundancy
Q#at#15dBm#Tripple#
0.20#
in the presence of all channels jammed at full power has
0.10#
limited benefit. The real benefit is when the power of the
0.00#
jammer
is spread over all redundant channels, i.e., now the
1# 2# 3# 4# 5# 6# 7# 8# 9# 10# 11# 12# 13# 14# 15# 16# 17# 18# 19# 20#
jamming power per channel decreases, and the impact of that
38
is significant.
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Conclusion Quiz
What was the main result w.r.t.
Constant Jammer
Reactive Jammer
Intelligent Jammer
Dissimilarity
Redundancy....?
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Questions
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