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The design and correctness of a communication facility for a distributed computer system are reported
on. The facility provides support for fault-tolerant process groups in the form of a family of reliable
multicast protocols that can be used in both local- and wide-area networks. These protocols attain
high levels of concurrency, while respecting application-specific delivery ordering constraints, and
have varying cost and performance that depend on the degree of ordering desired. In particular, a
protocol that enforces causal delivery orderings is introduced and shown to be a valuable alternative
to conventional asynchronous communication protocols. The facility also ensures that the processes
belonging to a fault-tolerant process group will observe consistent orderings of events affecting the
group as a whole, including process failures, recoveries, migration, and dynamic changes to group
properties like member rankings. A review of several uses for the protocols in the ISIS system, which
supports fault-tolerant resilient objects and bulletin boards, illustrates the significant simplification
of higher level algorithms made possible by our approach.

Categories and Subject Descriptors: C.2.4 [Computer-Communication Networks): Distributed
Systems—distributed applications; distributed databases; C.4 [Computer Systems Organization]:
Performance of Systems—reliability, availability, and serviceability; D.4.1 [Operating Systems]:
Process Management—concurrency; synchronization; D.4.5 [Operating Systems]: Reliability—
fault-tolerance; H.2.2 [Database Management]: Physical Design—recovery and restart

General Terms: Reliability

Additional Key Words and Phrases: Atomic broadcast, fault-tolerant process groups, reliable broad-
cast

1. INTRODUCTION

This paper presents a set of communication primitives for supporting distributed
computations in an environment where failures could occur. We are primarily
concerned with halting failures, whereby a process stops executing without
performing any incorrect actions. Each distributed computation is represented
as a set of events operating on a process state and a partial order on those events,
corresponding to the thread of control. The types of events considered include
local computations by a process, broadcasts from a process to a set of processes,
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broadcasts subject to predetermined ordering constraints, process failures, and
process recoveries.

Our premise is that event orderings should be subsumed into the commu-
nication layer of a distributed system. In addition, since increasing concur-
rency generally improves performance in distributed systems, we ask how much
communication-level concurrency can be achieved while still respecting event-
ordering constraints specified by the computations. An important feature of our
approach is that it enables a process to deduce the event orderings that will be
observed by other processes in the system. This simplifies higher level code and
permits distributed computations to be implemented with reduced risk of incon-
sistent actions being taken. The approach is formulated in the context of fault-
tolerant process groups, which consist of a collection of processes that are
cooperating to perform a distributed computation, and interacting using our
communication protocols. In particular, when the term broadcast is used below,
it refers to the transmission of a message from a process to the members of a
process group (and possibly some additional processes), not to all sites or
processes in the system, as has often been the case in prior work on broadcast
protocols.

An example will illustrate the class of problems that we address here. Consider
a process p that is updating a replicated data item maintained by a set of data
managers. Assume that this update is performed using a reliable broadcast: If any
data manager receives the broadcast and remains operational, all data managers
will receive it. If p fails, a data manager could observe any of several outcomes:

1. The data manager receives the update and then detects the failure.
2. It detects the failure and receives the update later.
3. It detects the failure, and the update is not delivered (anywhere).

In an asynchronous system, a data manager may not be able to differentiate
between the second and third outcomes in finite time. Moreover, if some data
managers experience the first outcome and others the second one, the system
must still behave correctly. One way to address problems such as these is for
each process to run an agreement protocol to decide on what action to take after
it detects a failure [16]. This approach could be slow because it is synchronous,
and expensive because each process has to run such a protocol. Another possibility
is to discard messages that are received by a process after it has learned that the
sender has failed. However, inconsistencies may arise if messages are discarded
by one process but retained by another one that learns of the failure later.
A third alternative, representative of the general approach of this paper, is to
construct a broadcast protocol that orders messages relative to failure and
recovery events such that these problems do not arise. In the approach we develop
here, the data managers would form a fault-tolerant process group. The com-
munication primitives ensure that every data manager experiences the same
sequence of events; hence a data manager can perform an update immediately
upon receiving the corresponding message. Likewise, it can take a recovery action
immediately after detecting a failure, because no other data manager will observe
an inconsistent ordering of events.
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The remainder of this paper is structured as follows: The presumed environ-
ment is discussed in more detail in Section 2. The communication primitives are
described in Section 3, and Section 4 gives protocols to implement them in a
local network. Finally, in Section 5 we show how we applied the primitives to a
fault-tolerant system that we have implemented at Cornell.

2. SYSTEM CHARACTERISTICS

The type of distributed system that we consider consists of a collection of
processes possessing local states and communicating by messages. Processes do
not share memory or maintain closely synchronized clocks, although they do
have access to timers with which a reasonable notion of “time-out” can be
defined. The term failure denotes a halting failure: A process ceases execution
without taking any (visible) incorrect or malicious actions [14]. No information
survives a failure (by fault tolerance we refer to continued operation in the
presence of failures, not recovery from “stable” storage). If the site at which a
failed process was executing remains operational, we assume that the failure is
detected (e.g., by the operating system) and that any interested parties are
notified. On the other hand, if a site crashes, all the processes executing on it
fail, and processes at other sites can detect this only by time-outs. The commu-
nication system can also fail: It can lose and duplicate messages, or deliver them
out of order. Our protocols may block but do not take erroneous actions if the
system partitions into subgroups of sites within which communication remains
possible, but between which it is degraded or impossible.

In a broader sense, our assumption is that communication networks are
structured hierarchically into clusters of local sites that do not experience internal
partitioning, interconnected by long-haul communication links, which may fail
but can be reestablished rapidly. The protocols given in this paper address the
local case first and then show how it can be extended transparently to cover the
full hierarchical setting.

Clearly, failure detection by time-out cannot be more reliable than the under-
lying communication system: A series of message losses can always mimic a
failure. Moreover, the order in which failures are perceived to have occurred may
vary from process to process. These observations lead us to adopt a logical
approach to failure handling, rather than a physical one. That is, instead of a
process acting directly after it detects a failure, which could lead to inconsistent
actions, a protocol is run to reach agreement with other processes that a failure
event has occurred and to order it with respect to other events. This is meaningful
because we have the freedom to pretend that events like message delivery took
place either before or after the failure, provided that no evidence to the contrary
survived it. The basic property of a logical failure is that, after a process learns
of such an event or observes the relative ordering of such events, it will never
communicate with another process whose state is inconsistent with this infor-
mation. The issue of partitioning is addressed by preventing communication with
a cluster when a majority of its sites have failed. This ensures that there is at
most a single set of operational sites within a cluster and that this set is in an
internally consistent state.
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3. FAULT-TOLERANT PROCESS GROUPS

In fault-tolerant systems, it is frequently necessary for the members of a group
of processes to be able to monitor one another. They can then take actions based
on failures, recoveries, or changes in the status of group members. As an example,
consider a fault-tolerant server that is implemented using a group of processes
as follows: A request for the service is broadcast to all the members of the group.
The operational process having the smallest ID responds to the request. For this
implementation to function correctly, it is necessary that all the members of the
group have the same view of which members are operational and of the IDs
assigned to each member, if these can change. Otherwise, no member may respond
(as may happen if all operational members believe that a failed process with a
smaller ID is still operational), or more than one member may do so (if an
operational member believes that a process with a smaller ID has failed when it
has not). Further, if there has been a change in the status (operational/failed) of
a member, it is necessary for all the processes to agree on whether a request
should be handled before or after the change in status, so that they may
consistently decide on which process should respond to the request. Although
these problems could be addressed by running a protocol each time a failure or
recovery is suspected and/or by executing a protocol to reach consensus on the
group’s state before responding to each request, it would be expensive and
complex to do so. A simpler method, described below, is to provide a process
group abstraction such that changes in the properties of the group (including
failures and recoveries of group members) are ordered with respect to ongoing
broadcasts.

The notion of structuring a distributed system into sets of cooperating pro-
cesses is not new. The V system [5] and CIRCUS [6] both made use of process
group (or troupe) mechanisms for this purpose. However, the difficult problems
arising when one tries to employ this approach in fault-tolerant applications that
also employ highly asynchronous or concurrent algorithms have not been ad-
dressed in any systematic way.

It is natural to ask whether existing broadcast primitives, such as atomic
broadcast [4, 7] or reliable broadcast [15], can be modified to solve this problem.
This is impractical for several reasons, although one of our protocols is indeed
similar to an atomic broadcast. First, the existing protocols provide for delivery
to all sites in a distributed system, whereas our focus is on delivery to just some
processes, several (or all) of which could reside at a single site. In fact, the sender
may not even know the set of processes that should receive a message, since this
could include the members of a process group that was growing when the
broadcast was issued. Second, we wish to provide at least one lightweight
asynchronous communication primitive. Conventional atomic broadcast proto-
cols provide a globally consistent delivery ordering, for which clients pay a
performance penalty. For Chang and Maxemchuk [4] this takes the form of
latency while forwarding the message to a process that has permission to establish
broadcast orderings, whereas in Cristian et al. [7] it delays delivery for a period
determined from bounds on the accuracy with which clocks are synchronized and
on the intersite message delivery latency. The lightweight protocol that we
present below, CBCAST, involves minimal delivery latency and is heavily used
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in the systems discussed in Section 5. Finally, previous protocols have tended to
assume that the network consists of a small set of closely coupled sites, such as
nodes on an Ethernet. Qur work can be used in a hierarchical distributed system
as well.

The remainder of this section formalizes the behavior of fault-tolerant process
groups by defining three broadcast primitives: group broadcast (GBCAST), atomic
broadcast (ABCAST), and causal broadcast (CBCAST). Their individual behavior
is first discussed, and then at the end of the section we summarize the composite
behavior that they provide. All the broadcast primitives are atomic; that is, a
broadcast made to a set of processes is eventually received by all operational
destinations, even in the presence of failures. We initially assume that the set of
destinations is known at the time a broadcast is issued; later we show how to
relax this by using a group addressing protocol. Issues relating to asynchronous
use of the protocols are deferred to the end of the section. The discussion assumes
that each broadcast B has a unique identifier, which we denote as ID(B). The
process that initiates a broadcast B is denoted SENDER(B), while the set of
processes to which B is sent is denoted DESTS(B).

3.1 Using the Group Broadcast Primitive to Maintain Process Group Views

A process group view (or just view) is a snapshot of the membership and global
properties of a process group at some (logical) instant in time. In this section we
introduce a group broadcast primitive, GBCAST, which can be used to inform
operational group members when another member fails, recovers, joins, or with-
draws voluntarily, or when some other change to a global property of the group
occurs. Our goal is to make it possible for each member to maintain a local copy
of the view, updating it on reception of a GBCAST message, and acting on it
directly without needing any further agreement protocols. This requires that the
receipt of a GBCAST be ordered relative to other events in the same way at each
member. Hence the system “looks” as if reception were indeed simultaneous
(provided that members do not compare the wall clock times at which a particular
GBCAST was delivered).

The group broadcast primitive is invoked as GBCAST (action, G), where action
describes the event that has occurred (i.e., “p has failed” or “the new member
ranking is ...”). Here, G is a view, and is computed using an iterative address
resolution protocol given in Section 3.6. Additionally, when a process p fails, the
system automatically initiates a GBCAST(“p has failed”, G) on its behalf. If the
failure involves only a single process, then this GBCAST can be issued by a
supervisory process at the site where the failure occurred. If a site has crashed,
then the software handling failure detection (Section 4.1) initiates GBCASTSs for
any processes at the failed site belonging to process groups at other sites.
GBCASTSs that transmit failure information are referred to as failure GBCASTs.

GBCAST satisfies the following ordering constraints: First, the order in which
GBCASTSs are delivered relative to the delivery of all other sorts of broadcasts
(including other GBCASTSs) is the same at all overlapping destinations. Addi-
tionally, we require that a failure GBCAST be delivered after any other messages
sent by the failed process. Thus, once a process is observed to fail, it will never
be heard from again.
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Notice that, if process group members record each new view on stable storage
before using it, then, even if all members of a process group fail, a simple
algorithm based on the one in [17] can be used to determine the last ones to fail,
which are generally the sites with the most up-to-date recovery information.

We know of only one system that has used a GBCAST-like primitive.
ADAPLEX, a database system, employs a protocol called exclude to order
replicated updates in a database system with respect to failure [11], much as
GBCAST is ordered with respect to other broadcast types. However, no attempt
has been made to apply this idea in a broader context.

3.2 The Atomic Broadcast Primitive

Consider a set of processes that maintain copies of a replicated data structure
representing a queue. If items are inserted into and removed from each copy of
the queue in the same order, no inconsistencies will arise among copies. The
ABCAST primitive is provided for applications such as this, where the order in
which data are received at a destination must be the same as the order at other
destinations, even though this order is not determined in advance. ABCAST is
invoked as ABCAST (msg, label, dests), where msg is the message to be broadcast,
label is a string of characters, and dests is the set of processes to which the
message must be delivered. ABCASTSs are atomic: Every operational destination
receives msg, or none does. In addition, if two ABCASTs with the same label
have destinations in common, they will be delivered in the same order at all such
destinations. The replicated queue described above can thus be implemented by
using ABCASTSs to broadcast insert or delete instructions to the various copies,
using a queue ID for the ABCAST label.

An interesting question concerns the behavior of ABCAST if a recipient fails
immediately after delivering a copy of a message: Are the operational destinations
required to employ the same delivery ordering as was used by the failed process,
or does it suffice for them to just use a mutually consistent order? The protocol
that we present in Section 4 provides only the latter form of consistency, although
the only failure scenario that yields a different ordering is improbable. The
interested reader may wish to construct this scenario as an exercise and devise
an alternative implementation that avoids this problem. (This would require an
additional phase in the protocol.)

3.3 The Causal Broadcast Primitive

For some applications it is not sufficient that broadcasts are received in the same
order at overlapping destinations; it is also necessary that this order be the same
as some predetermined one. As an example, consider a computation that first
sets copies of a replicated variable to zero and later increments the variable.
Here, it is not enough for the two operations to be carried out in the same order
at all copies; the increment must always occur second. However, if independent
computations were to access such a replicated variable, some other method would
normally be used to synchronize the accesses, making it unlikely that both would
broadcast updates concurrently. In this case, a consistent delivery order is
unnecessary. The causal broadcast primitive, CBCAST (msg, clabel, dests) is used
to enforce a delivery ordering when desired, but with minimal synchronization.
Here, clabel is a label that can be compared with other clabels using a system-
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wide algorithm, to yield a partial order on CBCASTs. We write clabel, -5 clabel,,
if clabel, and clabel, are comparable, and clabel, is less than clabel,. Note that we
allow for clabels to be incomparable, that is, for neither clabel, S clabel, nor
clabely -5 clabel; to hold. We use CLABEL(B) to represent the clabel of broadcast
B, and for brevity write B S B’ to mean CLABEL(B) 5 CLABEL(B’). An
application uses clabels to indicate the order in which broadcasts should be
delivered.

What constraints do clabels place on the order of broadcast deliveries? Some
orderings specified by clabels are trivially satisfied. For example, if two CBCASTs
have no destinations in common, there is no real constraint on the order of
message delivery, regardless of how their labels may compare. On the other hand,
some specifiable orderings are unenforceable. A CBCAST with a clabel of less
than one that has already been delivered clearly cannot be delivered in the desired
order. This calls for a restriction on allowable clabels. Fortunately, most appli-
cations require an order to be enforced between two broadcasts only if the
outcome of one could causally affect the other. The notion of potential causality
in an asynchronous distributed system in which information is exchanged only
by transmitting messages is studied by Lamport [13]. In such a system, a
broadcast B is said to be potentially causally related to a broadcast B’ only if they
were sent by the same process and B’ occurred after B, or if B had been delivered
at SENDER(B’) before B’ was sent {or there is a chain of such receivers
and senders linking B to B’). We restrict labels on CBCASTS to disallow
CLABEL(B’) from being less than that of CLABEL(B) if they have the same
sender and B’ is sent after B, or if B had been delivered at SENDER(B’) before
B’ was sent.! Such orderings cannot be enforced unless the system has knowledge
of which future broadcasts a broadcast must wait for, and because such infor-
mation is usually not available anyway, this is not a major restriction.

It would be possible to design a broadcast primitive that orders any two
broadcasts that are potentially causally related. This is stronger than necessary,
however. Consider a broadcast B made by a process p to update copies of a
replicated variable x. Let this be followed by a broadcast B’ by p to update copies
of y. Even though there is a potential causal relation between B and B’ (because
B’ occurred after B), there may be no real causal relation between them. In this
case there would be no reason to order the delivery of B before that of B’, and to
order such broadcasts unnecessarily is inefficient because it limits the possible
concurrency in the system. The CBCAST primitive uses clabels to identify which
of the potential causal relationships are significant. Essentially, it orders broad-
casts relative to each other if they are potentially causal and if the clabels indicate
that the potential causal relationships are significant.

We now formally define the ordering properties of CBCASTs. Given 5 as
above, let the relation precedes between CBCASTSs be the transitive closure of
the following two relations:

A. B precedes B’ if B-S B’ and the same process p sends B before it sends B’.
B. B precedes B’ if B -S B’ and B is delivered at SENDER(B’) before B’ is sent.

! More accurately, if a broadcast is labeled in this way, the CBCAST primitive does not guarantee
that this order will be observed.
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Then CBCAST's have the following properties: They are atomic, and if B precedes
B’, then B is delivered before B’ at any overlapping destination.

The CBCAST primitive may seem to be too weak because it cannot enforce
orderings that may be desired between broadcasts that are not potentially causal.
Consider a process p that instructs a set of devices, “place wine bottles under
taps,” and a process g that orders, “open taps.” Clearly, it is desirable that the
first broadcast be delivered everywhere before the second. However, in an
asynchronous system in which there is no upper bound on message delivery
times, the only way this can be implemented is to require that the devices send
¢ a message when the wine bottles have indeed been placed under the tap. These
messages causally relate the broadcast from p to that from q, and CBCASTSs can
then be used to enforce the desired ordering. In general, there will be little or no
occasion to order asynchronous broadcasts that are not potentially causal. Thus
the CBCAST is strong enough for most applications.

The ability to specify a clabel permits the CBCAST user to exploit the
maximum degree of concurrency and asynchrony possible without compromising
the correctness of a computation. Note that the accuracy with which clabels
represent the dependency between broadcasts could limit concurrency: If B
precedes B’, CBCAST will deliver B first even if the semantics of B and B’ are
such that they are actually independent. On the other hand, if it is impractical
to deduce or to represent causal relationships concisely, time stamps generated
using a logical clock [13] can be substituted for the clabel and the arithmetic
comparison operator used for 5. The result is a conservative version of CBCAST
that respects potential causality. Some of our work uses this weakened version
of CBCAST despite the loss of concurrency that it entails.

3.4 Additional Broadcast Primitives

The primitives described above are relatively orthogonal in that they address
different aspects of the ordering problem, although there is a sense in which
ABCAST is stronger than CBCAST because it constrains the delivery order for
all events, not just some. Other primitives that might sometimes be useful include
causal atomic broadcast, which provides a global ordering and also respects
causality, and minimal broadcast, which provides guaranteed delivery, but without
respecting any ordering constraints. A causal atomic protocol could be con-
structed using the ABCAST protocol we give in Section 3, with CBCAST as an
underlying primitive; hence we omit any further discussion of this protocol.
Minimal broadcast results when CBCASTSs are invoked with clabels that violate
potential causality.

3.5 Synchronous and Asynchronous Uses of the Primitives

Many systems employ remote procedure calls (RPCs) internally, as a lowest level
primitive for interaction between processes. It should be evident that all of our
broadcast primitives can be used to implement replicated remote procedure calls,
as in [6]): The caller would simply pause until replies were received from all the
participants (observation of a failure constitutes a reply in this case).? We term

2 Process group members observe the failure of other group members when they receive a failure
GBCAST. In other situations a process uses a monitoring facility described in Section 4.1 to detect
failures of other processes.
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