27th Telecommunications forum TELFOR 2019

Serbia, Belgrade, November 26-27, 2019.

Reliability of VANET Bicycle Safety Applications
in Malicious Environments

Mohammad Baqger, Member, IEEE, and Axel Krings, Senior Member, IEEE

Abstract— This paper presents a bicycle safety application
that aims to reduce accidents due to the so-called Right Hook
Conflict, where a right-turning vehicle causes a crash with an
adjacent bicycle. It is based on the same technologies introduced
for accident avoidance for motor vehicles in the context of
connected vehicles. The bicycle safety application uses informa-
tion that is exchanged in periodic beacon messages emitted by
all vehicles, including bicycles. This wireless vehicle-to-vehicle
communication is however vulnerable to malicious jamming
attacks. A bicycle safety application algorithm is presented that
is capable of mitigating against such attacks, as well as message
loss due to natural phenomena. The algorithm was analyzed in
terms of accuracy and application reliability. Its effectiveness was
evaluated based on real-world field experiments using commercial
equipment installed in the vehicles and bicycle.

Index Terms—VANET, connected vehicles, vehicle-to-vehicle,
V2V, vehicle-to-bicycle, safety applications, bicycle safety, jam-
ming attack

I. INTRODUCTION

A key objective of Intelligent Transportation Systems is
to increase safety and reduce accidents. One of the most
recent considerations is accident reduction through safety
applications (SA) in the context of connected vehicles. Here,
traffic participants use vehicle-to-vehicle (V2V), and vehicle-
to-infrastructure (V2I) communication to distribute status in-
formation to surrounding vehicles. This is achieved using
Onboard Units (OBU) and Road Side Units (RSU) that are
installed in each vehicle and the infrastructure, respectively.
The safety applications use the information to predict and alert
the driver to potential hazards. Whereas significant research
has considered motorized vehicles, little research has focused
on the special needs for bicycles, e.g., addressing the so-called
Right Hook, which is a common source of accidents where a
right-turning vehicle causes a crash with a bicycle to its right.
The drivers of the turning vehicles are mostly unaware of the
bicycle to its right [1]. In this research bicycles have the same
communication capabilities as vehicles, as they are equipped
with mobile OBUs.

The two main technologies for V2V and V2I communica-
tion are Dedicated Short Range Communication (DSRC) [4],
and Cellular Vehicle-to-Everything (C-V2X), as promoted by
the Third Generation Partnership Project (3GPP). Whereas
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cellular network communication generally includes base sta-
tions, C-V2X communication can be directly between vehicles
in a Device-to-Device (D2D) fashion [2]. This research uses
the more mature DSRC technology, but the general issues
discussed are expected to have similar implication in C-V2X.

II. BACKGROUND AND RELATED WORK

The communicating nodes in V2V and V2I implement a
Vehicular Ad Hoc Network (VANET). VANETS are similar to
Mobile Ad Hoc Networks (MANET), but they consider short
message exchanges and a fast changing network topology.
Communication is assumed to be based on DSRC, which
operates in a dedicated bandwidth of 75 MHz at 5.9 GHz [3].
One of the seven DSRC channels, i.e., Channel 172, is
assigned to safety applications. It is used to broadcast the
Basic Safety Message (BSM), which is the most important
beacon message broadcast by each vehicle every 100ms [4].
Each BSM contains information related to the sender’s Global
Positioning System (GPS) position, and additional information
like position accuracy, speed, heading, steering wheel angle,
transmission and break status. This information is used by the
safety applications executing in each vehicle’s OBU.

In [5] safety applications and their associated crash scenar-
ios are identified. We will describe SA from the viewpoint
of a Host Vehicle (HV), which receives BSMs from Remote
Vehicles (RV). When specific event information received in the
BSM from an RV suggests a critical situation, the driver of the
HV is issued an alert. An example of an SA is the Emergency
Electronic Brake Lights (EEBL), which aims at avoiding rear-
end collisions. When a vehicle brakes hard it broadcasts a
so-called hard-braking event in its BSMs. An HV receiving
such event from the RV’s BSM can issue an alert to the driver,
e.g., if its position is at a relevant distance behind the RV in
the same lane. This is particularly helpful when the driver’s
line of sight to the initiating RV is obstructed, e.g., due to fog,
snow, or other vehicles. Other SA address forward collision
warning, blind spot warning, or situations where it is not safe
to enter an intersection due to a potential crash with an RV
in the intersection. In the safety applications considered in [5]
bicycles play only a peripheral, limited role. However, bicycles
have unique characteristics. They often drive at lower speeds,
occupy limited space in the right lane, and are frequently over-
looked by the drivers of vehicles. Most importantly, bicyclists
are much more vulnerable and susceptible to injuries in an
accident, e.g., a right hook collision.

In [6] a bicycle safety application for non-malicious envi-
ronments addressing right hook collisions was presented. It



was shown that SA reliability R(t) was directly related to
the probability that at least one BSM indicating an event was
received by an HV, before its was too late for the driver of the
HYV to react. R(t) is defined as the probability that a system
functions up to specifications during the entire time interval
[0,¢] [10]. This can also be expressed in terms of unreliability
Q(t) = 1 — R(t). Specifically, SA unreliability Q(¢) is the
probability that during the time interval [teyent,treact] all
messages are lost, where t.,.n: is the time of the event, e.g.,
hard-braking event used by EEBL, and ?,..,; is the latest time
before an alert is too late for the HV driver to react.

The loss of a BSM can be due to benign reasons like
environmental signal degradation, or the so-called shadowing
effect. However, we additionally assume malicious act as
the source of message omissions. One way to attack wire-
less communication is by using jamming. Different types
of jammers, ranging from constant jammers to intelligent
jammers, were address in [11], and a hybrid jammer, immune
to Packet-Delivery-Ratio (PDR) detection mechanisms, was
shown in [12]. This research does not restrict itself to any
specific jammer type, but simply assumes that message loss
due to jamming will occur.

The aforementioned Right Hook [1] is shown in Figure 1.
In this scenario the bicycle is traveling in the right lane, e.g., a
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Fig. 1. Typical Right Hook Conflict

bicycle lane. Assume the truck in the left lane has the intention
of turning right. The right hook conflict zone, RHC Zone, is
the area where potential right hook accidents may occur. To
avoid such accident, a driver needs to receive an alert to the
potential accident before time ¢,.4.t. Given the reaction time
Treact, any alert after t,.q.; comes too late. As summarized
in [6], the reaction time of a bicyclist is approximately 1
second [7], the combined perception and brake reaction time
is 2.5 seconds [8], and the reaction time of a truck driver, the
driver’s time to initial steering, is about 1.7 seconds [9]. In
the RHC Zone timing is critical due to the fact that distances
between the bicycle and the truck may be extremely short, as
both may even be right next to each other.

III. SA PREDICTION ALGORITHM

The bicycle safety application uses a prediction algorithm
that is capable of mitigating against jamming attacks. The
description to follow will be from the viewpoint of the truck.

When BSMs from a bicycle, known to the truck from
previous BSMs, are not received in a timely manner, the
position of the bicycle needs to be estimated. This projection

will be based on Dead Reckoning [13], which calculates the
estimated position of the bicycle based on the last known
position. This requires information like the speed and the last
recorded coordinates, available from the last received BSM,
and computed last recorded bearing. The time elapsed since
the last received BSM and the bearing are computed locally.

Let Lat(B), Long(B) and Lat(T), Long(T) denote the
geographical coordinates for the bicycle and truck respec-
tively, and ArongrB) ALat(TB) OF ALong(BT) ALat(BT)
their respective differences in longitude and latitude. When it
is necessary to indicate whether coordinates are in degree or
radian, a d or r will be added in parenthesis, e.g., Lat(B]d])
indicates the latitude of a bicycle in degree, and Lat(T[r])
latitude of a truck in radian.

Since the calculations are using polar equations and the
coordinate points from the OBUs are in geographical degree
form, one needs to convert from degree to radian to get the
polar coordinates. The Bearing (Azimuth) [14] starts from
north clockwise 0° — 360°. It is denoted by Brp[q and is
determined using the truck and bike coordinates as shown in
Equation 1, which was derived from [15]

sin(Apong(rs)) cos(Lat(B)) (1)
cos(Lat(T)) sin(Lat(B)) — v
)

with v = sin(Lat(T')) cos(Lat(B)) cos(ALong(TB))
Next, the Haversine Formula of [16] is used to calculate the
distance, dr g, between the truck and the bike:
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where rcqq¢p is the earth’s radius in meters. Let Cr(t) be the
clock value of the truck at real time ¢ [in ms]. Furthermore, let
Cr(trec(p)) be the recorded time of the truck’s clock when
the last BSM of the bike was received. Based on the bicycle’s
velocity vp from its last BSM, the truck can estimate the bike’s
distance, djg, traveled in any direction since the last BSM was
recorded. If the speed of the truck vr is less than or equal
to the average approaching right-turn speed, i.e., there is no
deceleration, d’B is calculated using

d/B = UB [CT(t) - CT(trec(B))] (3)

One needs to find the time the truck will take to reach a
speed less than or equal to that of an average truck about to
make a right turn. Based on [17] vgr was determined as 10
m/s. We use the maximum truck deceleration, denoted by a;l,
which is 0.8m/s? [18]. The difference in speed between the
truck and the average truck’s speed on approaching to right-
turn, Avp, iS Avr = vr — VRT.

How much will the bicycle have moved by the time the
truck will have reached its right-turn-approaching speed?
The truck’s estimated time to reach this turning speed is

TroReachTurnspeed = Avr/ar'. The time the bicycles is



moving unobserved by the truck (due to jamming) is the time
that has passed since the truck received the bicycle’s last BSM,
CT<trec(B))9 plus T7oReachTurnSpeed- Thus the bicycle will
move for a duration of

Av
TBikeMo’uing - [CT(t) - CT(trec(B))] + CL_{ (4)
T
and its projected distance covered is
dlB =UB TBz’ke]Mm;ing (5)

To find the bike’s angular distance ratio, o, under consider-
ation of the earth curvature, d’; is divided by the earth radius

95 The estimated latitude and longitude of

[ln km], ap = 371"

the bicycle are:

EstLat(B]r]) = sinl{ sin(Lat(T)) cos(ap)+
(6)
cos(Lat(T)) sin(ap) cos(Brp) }

EstLong(B]r]) = Long(T) +

tan—1 sin(Brp) sine(ap) cos(Lat(T)) (7N
cos(ap) — sin(Lat(T)) sin(Lat(B))

The latitude and longitude of the truck are calculated
analogously, except its time base is TroReachTurnSpeed rather
than TB;rerroving- The Minimum Stopping Sight Distance
from [19] is used to find the bike’s stopping distance as

s-_ v .V
C254(f+G) 14

where V is its velocity [in km/h], f is the coefficient of
friction (which is 0.32 for dry condition), 1.4 is the distance
of the bicyclist’s eye above the pavement, and G is the grade.
Note: since a flat road is assumed, GG can be neglected. Now,
drp from Equation 2 is compared with .S from Equation 8.
A driver alert should be issued if S > drp.

(®)

A. Basic BSA Algorithm for Malicious Environments

The bicycle safety application that implements dead reck-
oning is shown in Figure 2. It overcomes the limitations in
the algorithm described in [6], which was only suitable for a
benign environment. Now we consider DoS attacks, such as
jamming. The shaded area to the right shows the algorithm’s
behavior if a BSM is received. It is similar to the benign-case
algorithm in [6]. If a BSM from a new bicycle is receive, this
bike is registered. Next the OBU’s time of BSM reception,
tiast, 18 recorded. This time serves as a reference for bicycle
BSM omissions, e.g., due to jamming or shadowing. It is
used for dead reckoning when messages are not received.
If the trucks blinker is set, indicating the intention to turn
right, a blinker flag is included in its BSMs, which is used
by the bicycle safety application. Next the distance between
the two vehicles, drp, and the minimum stopping distance .S
are calculated. If S is less than drpg, then it is safe to turn.
Otherwise an alert needs to be issued.
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Fig. 2. BSA Flowchart from the viewpoint of one bicycle

The case when no BSM was received is shown in the
left area of Figure 2. An omission is detected if no BSM is
received within the BSM inter-arrival time of approximately
100ms. Omission counter b,,;sseq keeps track of the number
of consecutively missed BSMs. A predetermined b,,,, spec-
ifies the threshold of omissions before the bicycle should be
unregistered. This avoids tracking bicycles that are no longer
relevant, e.g., they are out of range or the units have been shut
down. When a BSM is received from a bicycle, the counter
binissed 1S reset.

In [20] it was argued that BSM’s older than 500ms, 5 BSM
intervals, should be considered outdated. We assume that if the
number of missed BSM’s has not reached this threshold o, i.e.,
if binisseq < 0 = 5, then the omissions do not pose immediate
threats. Otherwise, we assume a DoS is ongoing. Given the
knowledge of the bicycle’s last position and velocity, as well as
the time that has expired since then, the bicycle’s coordinates
can be estimated as shown in Subsection III. This initiates the
transition to the part of the algorithm that determines if the
bicycle’s position could pose a danger in the RHC-zone, i.e.,
if S > drp, in which case an alert should be issued.

IV. EXPERIMENTAL RESULTS

The algorithm of Figure 2 was implemented using an
ARADA LocoMate Classic OBU for the truck, and an
ARADA LocoMate ME, a battery powered small OBU
mounted on the bicycle. Experiments were conducted using
a data rate of 3Mbps, 23 dBm transmitter power, and 100ms
BSM spacing, in open space and close proximity of OBUs.

Many experiments were conducted with the truck’s speed
approaching the right turn less and more than the turning speed
of vgr = 10 m/s from [17]. Due to space limitations we
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Fig. 3. GPS error with 4m fixed distance between vehicle and bicycle. Truck
speed is less than turning speed.

can only present one typical experiment conducted in open
space. Figure 3 shows GPS errors, which is the calculated
distance between both antennas, drp, using Equation 2 minus
the actual known OBU distance. The GPS antennas of the
vehicle and bicycle were spaced at a distance of 4 meters,
i.e., the vehicle and the bicycle were driving next to each
other at that exact distance. The x-axis represents BSM time
slots, here referred to as BSM indices. Jamming started at 29,
i.e., after 2.9s. The prediction algorithm started when b,,;ssed
reached o. A sub-meter GPS error was observed most of the
time. Only several seconds after jamming started did the error
slightly grow, as expected due to dead reckoning errors.
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Fig. 4. Graphs for speed less than turning speed.

Figure 4 shows the calculated distance between OBUs, and
the minimum stopping distance from Equation 8, as it relates
to the bicycle speed, which in this case was equal to the truck’s
speed. The blue graph shows the distance calculated by the
algorithm up to jamming, and dead reckoning after its detec-
tion. The yellow line indicates what would happen without the
algorithm, in which case the safety application would fail when
the calculated OBU distance is falsely interpreted to be greater
than the minimum stopping distance. This is the case when the
two graphs cross, as marked by the circle. Thus, without the
algorithm a jammer could cause the safety application to fail,
potentially giving an attacker the power to cause an accident.

V. CONCLUSIONS

This paper presented a bicycle safety application to address
right hook conflicts. The underlying algorithm can over-
come the impact of BSM omissions, as the result of natural
phenomena or malicious act, by applying dead reckoning.
Using commercial OBUs, it was demonstrated that jamming

attacks could be mitigated by the proposed algorithm, thereby
avoiding potential dangerous scenarios where attackers could
produce accidents. Field experiments in open space showed
that sub-meter GPS accuracy was achieved. Further results of
ongoing research in urban environments and more comprehen-
sive testing are expected to be published separately.
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