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File Directories
• Contains information about files 

– Attributes 
– Location 
– Ownership 

• Directory itself is a file owned by the 
operating system 

• Provides mapping between file names 
and the files themselves
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Simple Structure for a 
Directory

• List of entries, one for each file 
• Sequential file with the name of the 

file serving as the key 
• Provides no help in organizing the 

files 
• Forces user to be careful not to use 

the same name for two different files
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Two-level Scheme for a 
Directory

• One directory for each user and a master 
directory 

• Master directory contains entry for each 
user 

– Provides address and access control information 
• Each user directory is a simple list of files 

for that user 
• Still provides no help in structuring 

collections of files
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Hierarchical, or Tree-
Structured Directory

• Master directory with user directories 
underneath it 

• Each user directory may have 
subdirectories and files as entries
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Hierarchical, or Tree-
Structured Directory

• Files can be located by following a 
path from the root, or master, 
directory down various branches 
– This is the pathname for the file 

• Can have several files with the same 
file name as long as they have unique 
path names
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Hierarchical, or Tree-
Structured Directory

• Current directory is the working 
directory 

• Files are referenced relative to the 
working directory
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File Sharing

• In multiuser system, allow files to be 
shared among users 

• Two issues 
– Access rights 
– Management of simultaneous access
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Access Rights

• None 
– User may not know of the existence of 

the file 
– User is not allowed to read the user 

directory that includes the file 
• Knowledge 

– User can only determine that the file 
exists and who its owner is
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Access Rights
• Execution 

– The user can load and execute a program 
but cannot copy it 

• Reading 
– The user can read the file for any 

purpose, including copying and 
execution 

• Appending 
– The user can add data to the file but 

cannot modify or delete any of the file’s 
contents
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Access Rights

• Updating 
– The user can modify, deleted, and add to 

the file’s data.  This includes creating the 
file, rewriting it, and removing all or part 
of the data 

• Changing protection 
– User can change access rights granted to 

other users 
• Deletion 

– User can delete the file
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Access Rights

• Owners 
– Has all rights previously listed 
– May grant rights to others using the 

following classes of users 
• Specific user 
• User groups 
• All for public files
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Simultaneous Access

• User may lock entire file when it is to 
be updated 

• User may lock the individual records 
during the update 

• Mutual exclusion and deadlock are 
issues for shared access
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Fixed Blocking

Units of I/O with secondary storage are called blocks
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Variable Blocking Unspanned
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Variable Blocking: Spanned
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Secondary Storage 
Management

• Space must be allocated to files 
• Must keep track of the space available 

for allocation
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Preallocation

• Need the maximum size for the file at 
the time of creation 
– Difficult to reliably estimate the 

maximum potential size of the file 
– Tend to overestimated file size so as not 

to run out of space
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Methods of File Allocation

• Contiguous allocation 
– Single set of blocks is allocated to a file 

at the time of creation 
– Only a single entry in the file allocation 

table 
• Starting block and length of the file 

• External fragmentation will occur 
– Need to perform compaction
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Methods of File Allocation

• Chained allocation 
– Allocation on individual block basis 
– Each block contains a pointer to the next block 

in the chain 
– Only single entry in the file allocation table 

• Starting block and length of file 

• No external fragmentation 
• Best for sequential files 
• No accommodation of the principle of 

locality
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Methods of File Allocation

• Indexed allocation 
– File allocation table contains a separate 

one-level index for each file 
• The index has one entry for each portion 

allocated to the file 
• The file allocation table contains block 

number for the index
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UNIX File Management

• Types of files 
– Regular, or ordinary 
– Directory 
– Special 
– Named pipes 
– Links 
– Symbolic links
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Inodes

• Index node 
• Control structure that contains key 

information for a particular file
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File Allocation

• Allocation on block basis 
• Dynamic allocation (not preallocation) 
• Index method used to keep track of each 

file 
– part of which is stored in file’s inode
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File Allocation
• inode contains 39 bytes address 

– thirteen 3-byte addresses  (pointers) 
• first 10 addresses point to first 10 data 

blocks 
– if file is longer than that (i.e. 10 blocks) 

• 11th address points to next portion of index 
– single indirect block 

– file is larger than that 
• 12th address points double indirect block  

– i.e. contains list of addresses of single indirect 
blocks, each of which contains pointers to file 
blocks 

• 13th address points to triple indirect block
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Directories

• Hierarchical tree 
– root 
– subdirectories 
– directory is simply a file that contains 

list of file names and a pointer to their 
inodes 

• these entries are called dentry (directory 
entry) 

• note that these files can themselves be 
directories
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Linux Virtual File System

• Uniform file system interface to user 
processes 

• Represents any conceivable file 
system’s general feature and behavior 

• Assumes files are objects that share 
basic properties regardless of the 
target file system
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Primary Objects in VFS

• Superblock object 
– Represents a specific mounted file 

system 
• Inode object 

– Represents a specific file 
• Dentry object 

– Represents a specific directory entry 
• File object 

– Represents an open file associated with a 
process

Linux File Systems

• ext2 
– 2nd extended file systems 
– introduced in 1993 
– has journaling feature 
– file size up to 2TB 
– file system size up to 32TB
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Windows File System

• Key features of NTFS 
– Recoverability 
– Security 
– Large disks and large files 
– Multiple data streams 
– General indexing facility
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NTFS Volume and File Structure

• Sector 
– The smallest physical storage unit on the 

disk 
• Cluster 

– One or more contiguous sectors 
• Volume 

– Logical partition on a disk
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